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A) Explain a stream cipher and its applications?
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B) How many keys are required for two people to communicate via a cipher?

C) Which parameters and design choices determine the actual algorithm of a Feistel

cipher?
D) Briefly describe SubBytes?

Q2.

A) Explain with a given example the Vernam cipher?

B) What are the techniques of steganography?

C) Compare between Cipher Modes in Fig. 1 and Fig. 2? What are names, operation,

advantages and applications?

3

— Eilka) | Ey{Nonce 1) Ex(Nonce|i2)

& [ [0 P [ 2 -9

Fig. 1 Fig. 2

D) Using digital signature standard (DSS) with p = 1031, ¢ = 105 and h = 16. The user private

key x = 50 and random integer £ = 13. The message hash value is H(M) = 100. Find a

digital signature (7, s) and how to verify it.

s=[k T (HM)+ xr)lmodg u; =[s"'rJmodg V= [Cgi"f-3f“2) mod p| mod g
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Q3.
A) What are applications and benefits of [Psec?
B) What are cryptographic algorithms for IEEE 802.11i?

C) The ECC Diffie-Hellman cryptosystem parameters are E;1(1,4) and G = (2,3). B’s secret
key is ng = 2. Chooses the random value k=1.
1) Find B’s public key Pg.
ii) A wishes to encrypt the message P, = (8,5) and determine the ciphertext C,,.

Note: Xr = (AZ —Xp .“CQ) mod P Ye= (/(xu —15) "3",9)1“0‘1 p PB’ =ng X G Cm = ’U"-G: ‘Dm E kpB}
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04.
A) Compare between temporal key integrity protocol and counter mode-CBC MAC protocol?

B) What are IEEE 802.11i phases of operation?

C) Encrypt message the “Reading is useful” using Rivest-Shamir-Adleman (RSA) algorithm
with two prime numbers p = 5,q = 11 and d = 3?

D) Explain the case of Fig.
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